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Facts & Figures:
• responsible AI for primary & secondary education
• €143M funding for 10 years
• 64 partners (2025):

schools, businesses, research institutes

• ~77 co-creation projects in 10 years
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NOLAI Research Data Platform:
• Consent registration
• Surveys
• File uploads
• Voice & video recordings
• Application usage logs
• AI model training
• …?

The challenges we face:
• Complex & evolving infrastructure
• Rapid development speed
• Privacy!
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Data processing 
systems are 
growing 
increasingly 
complex



This complexity 
increases the 
chance of data 
breaches



PSEUDONYMIZATION AS A SERVICE

Micropseudonymization

• In many real-world systems, anonymisation or deleting data is not an option

• The impact of data breaches depends on the linkability/identifiability of data

• Minimize data linkability with micropseudonymization:
use different pseudonyms for data in different (sub)systems
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PSEUDONYMIZATION AS A SERVICE

Functional compartmentalization

Order 
fulfillment 

service

User 
auth 

service

Payment 
service
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PSEUDONYMIZATION AS A SERVICE

Data compartmentalization

Order 
fulfillment 

service

User 
auth 

service

Payment 
service

email passwd

bob@example.net *******

alice@fake.com *******

charlie@fakemail.nl *******

devin@example.co *******

… …

email order id parcelnr

bob@example.net 202502 3S12345

alice@fake.com 202503 3S93752

charlie@fakemail.nl 202504 C890252

devin@example.co 202505 C892734

… …

order id amount status

202502 € 79,99 paid

202503 € 12,50 unpaid

202504 € 12,50 paid

202505 € 33,95 unpaid

… …
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PSEUDONYMIZATION AS A SERVICE

Data compartmentalization

Order 
fulfillment 

service

User 
auth 

service

Payment 
service

uid order id parcelnr

23 202502 3S12345

24 202503 3S93752

25 202504 C890252

26 202505 C892734

… …

order id amount status

202502 € 79,99 paid

202503 € 12,50 unpaid

202504 € 12,50 paid

202505 € 33,95 unpaid

… …

uid email passwd

23 bob@example.net *******

24 alice@fake.com *******

25 charlie@fakemail.nl *******

26 devin@example.co *******

… … …
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PSEUDONYMIZATION AS A SERVICE

Micropseudonymization

Order 
fulfillment 

service

User 
auth 

service

Payment 
service

uid @ U passwd

bob@example.net *******

alice@fake.com *******

charlie@fakemail.nl *******

devin@example.co *******

… …

uid @ O oid @ O parcelnr

9db2db32 202502 3S12345

7378d02b 202503 3S93752

644b2053 202504 C890252

74b243aa 202505 C892734

… … …

oid @ P amount status

8bd9245f € 79,99 paid

bbd7bb24 € 12,50 unpaid

428fbd3ac € 12,50 paid

83bd7300 € 33,95 unpaid

… … …
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PSEUDONYMIZATION AS A SERVICE

Micropseudonymization

• Each (sub)system uses its own pseudonyms, instead of shared identifiers
• Functional compartments aligned with data compartments

• Pseudonymization by default prevents data linkage (= Privacy by Design)
• Assuming no quasi-identifiers in the data
• But doing this very granularly actually eliminates quasi-identifiers!

• When system gets compromised, its data remains unlinkable
⇒ data compartmentalization 
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Pseudonymization

'job.doesburg@ru.nl' 'User-42'

IDENTIFIER (“NYM”) PSEUDONYM
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Pseudonymization

'job.doesburg@ru.nl' 'User-42'

HIGH IDENTIFIABILITY LIMITED IDENTIFIABILITY

| 24Job Doesburg | Radboud University



Mapping-table pseudonymization

'job.doesburg@ru.nl' 'User-42'
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Random (cryptographic) pseudonymization

'job.doesburg@ru.nl' 'b4c519...c05356'
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Distributed pseudonymization

Party 1 Party 2
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'job.doesburg@ru.nl' 'b4c519...c05356'



Pseudonymization to multiple domains

'b4c519...c05356'
@ domain B

'8ad233...edaa53'
@ domain C

'job.doesburg@ru.nl'
@ domain A
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Transitive pseudonymization

'job.doesburg@ru.nl'
@ domain A

'b4c519...c05356'
@ domain B

'8ad233...edaa53'
@ domain C

Pseudonymization
Service
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Blind pseudonymization

ROef49Sp...ISanfg==

'job.doesburg@ru.nl'
@ domain A

2O9ontXe...ecRrcw==

'b4c519...c05356'
@ domain B

Transcrypt
from domain A

to domain B

Encrypt Decrypt
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Polymorphic pseudonymization

RDgOHDEQ...XEkfKA== 5qZ9q00M...XhEbLg==

'b4c519...c05356'
@ domain B

Transcrypt
from domain A

to domain B

Encrypt Decrypt

'job.doesburg@ru.nl'
@ domain A
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Polymorphic pseudonymization

XiusS8wH...U_Y7XQ== Osp41zOx...Z4Txbw==

'b4c519...c05356'
@ domain B

Transcrypt
from domain A

to domain B

Encrypt Decrypt

'job.doesburg@ru.nl'
@ domain A
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Polymorphic pseudonymization

ONtHoaxJ...0EbkGg== FnSHdXGj...DizjIg==

'b4c519...c05356'
@ domain B

Transcrypt
from domain A

to domain B

Encrypt Decrypt

'job.doesburg@ru.nl'
@ domain A
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Transitive + blind + polymorphic + distributed = 

‘secure’ pseudonymization

Doesn’t see what values it’s pseudonymizing

Doesn’t see if it’s pseudonymizing the same thing twice

No single party owns the full pseudonymization key

Can pseudonymize in any direction without linking
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PSEUDONYMIZATION AS A SERVICE

The PEP framework

• Polymorphic encryption and pseudonymization (Verheul & Jacobs, 2017)

• Current applications in:
• DigiDHoog (the Dutch national eIDsystem)
• PEP Responsible Data Sharing Repository (medical research)
• PubHubs (pseudonymous social networking)

Responsible Data
Sharing Repository
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PSEUDONYMIZATION AS A SERVICE

Pseudonymization as a Service

• Central pseudonymization service can blindly monitor and control data linkage

• Integrating a new subsystem only requires updating access rules

• Keep grip on data in an increasingly complex architecture
⇒ enable privacy-preserving system evolution

• Retrofitting is possible: start with migrating one subsystem to use pseudonyms, 
slowly compartmentalize more systems
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PSEUDONYMIZATION AS A SERVICE

Data exchange

Pseudonymization 
service

enc_uid@U: ROef49Sp...ISanfg==

uid@U: bob@example.net

User 
auth 

service

enc_uid@O: FnSHdXGj...DizjIg==

uid@O: 9db2db32

Order 
fulfillment 

service

Event: user starts authenticated session
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PSEUDONYMIZATION AS A SERVICE

Data exchange

Pseudonymization 
service

enc_oid@O: Osp41zOx...Z4Txbw==,
amount=79.99

oid@O: 202502, amount=79.99

Order 
fulfillment 

service

enc_oid@P: XiusS8wH...U_Y7XQ==,
amount=79.99

oid@P: 8bd9245f, amount=79.99

Payment 
service

Event: user places order
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PSEUDONYMIZATION AS A SERVICE

Data exchange

Pseudonymization 
service

enc_oid@O: Osp41zOx...Z4Txbw==,
paid=true

oid@O: 202502, paid=true

Order 
fulfillment 

service

enc_oid@P: XiusS8wH...U_Y7XQ==,
paid=true

oid@P: 8bd9245f, paid=true

Payment 
service

Event: payment received
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PSEUDONYMIZATION AS A SERVICE

NOLAI research data platform

• Evolving platform: new data sources are connected frequently
• Many partners, many systems, rapid development: high chance of compromise
• Micropseudonymization limits impact of potential data breaches

• Integrating new/existing systems is relatively easy
e.g. via API wrapper that converts identifiers (such as existing LimeSurvey service)

• Centralized data governance despite decentralized system architecture
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PSEUDONYMIZATION AS A SERVICE

Take-aways

• The impact of data breaches depends on the linkability/identifiability of data

• Minimize data linkability with micropseudonymization:
use different pseudonyms for data in different subsystems

• A blind, transitive, central pseudonymization service can securely convert 
pseudonyms between subsystems, while monitoring and controlling data linkage

• Pseudonymization by default enables privacy-preserving system evolution
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Open-source development ongoing on GitHub
Server in Rust, clients in Rust, JS/TS & Python

https://github.com/NOLAI/paas-server

https://github.com/NOLAI/paas-server
https://github.com/NOLAI/paas-server
https://github.com/NOLAI/paas-server


PSEUDONYMIZATION AS A SERVICE

Future work

• Pseudonymization service integrity using zero-knowledge proofs 

• Data subject authentication to allow users to prove their pseudonymous identity

• Distributed tracing with pseudonymization of trace IDs
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